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(57)Abstract: 

PROBLEM TO BE SOLVED: To securely detect whether image 
data photographed by an image generation device such as a 
digital camera is altered or not while preventing an increase of 
cost required by the image generation device. 
SOLUTION: The image generation device 10 generates an image 
file with primary verification data every time one image data is 
photographed. A verification data conversion device 20 
generates an image file with secondary verification data (image 
file with digital signature) when image data in the image file with 
primary verification data is not altered. An image verification 
device 30 verifies the completeness of the image file with 
secondary verification data to detect whether the file is altered 
or not. 
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2 vtt^r ^ffjStHO^:? v -< /KD-^ ^^/»6iiH»^ 

3 04*. 7ay'^A>'^'J3 6rt<?>i^-'7'.'H2^J&« 
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[0 06 8] ;^5^^7S 1 1 4 :^my^^^3 \ \t. 
[ 0 0 6 9 ] t7*S 1 1 5 : »J»1)/Sr»^3 1 ti. 

[0070] :<9^^^S\ I 6 : *!JfflI/«S»3B3 \\t. 

T^riitTo 20 
[0 07 1 ] :<^y7S 117: CCC'lS^. 

[ 0 0 7 2 ] :^7^-i' 7-5 1 1 8 : C^iS-^. pm/iM^ 
^3 Hi, «S5'Vi:i/i+*iftE0, iiiflfc^"-^^^»^5nt: 

[0 07 3] ;<^-;?7-Sl 19 3 Hi. 

m»y T jUtir:*i^EaH#. t(om6^{^'S 

[0074] KJi±.0>9m^imci: 0 . ®<^*€liElSg3 0 

[0075] WJJil^ orcct: ^ tc, mi fl>.^©/U«tc 
[0076] {^2 (Omn(DWM ) WT, as?: 

u, ^»mic^»rj:m2(om^<o^Bu:'-z>t,*xmmt 

- 5? iKtt^ 2 0 2 otC' ^ mS^SiUil: ^ xnf& 

[ 0 0 7 7 ] * ig 1 3 «:$Bgo, m2(Dmii<o^m 

Sm^^^Sl 0&Olii{St^3E^3 0a>:|$ 50 



4$i32 0 0 2-2 44 92 4 
16 

tmovihh<Dx:\ m2<Dmtiiio>^&c{t^<omm^^ 

[0 07 8] SOAii, mi<omL9'-^^m&SVih 
20Bli, »l<D«[il^-4?S3»ISa2 0A.fc»J<> 

^20Btcei3O, «£iEf=^-^3£fti^2 0BCD4fta 

ip^miar^. ^A:, tsliEf=^-^SE»^2 0B«. -e 

T ^ -'U ^ 2 :jk:1*giE-r- 5? W ^ ilf* t jKC jSca-r 
^. ^tife, 1#i55=^'-^iS:}^JSg2 0A«. ^<-V+jU2 

^^2 0 Bli. I Ctf^ \=^rj:t'(0^^ i^a-po^ -^iT-ft 
* late^^ftr^ -> r . t^itT^ - ^? ^fe^s 2 o a «: 

^mf''-'^&»M^2 0 h/>''i?^^r:y h t?, mMr-- 

m<Dim\t. LAN. WAN. -O^P-^ -i* h'WCi'OI^-t* 

[ 0 0 7 9] iSf^^'iK'gg 1 0 tm±f''- ^zS:%l^g2 
0Ai<orS3ti. LAN. IEEEi394-199 5. 
USB (Uhiwrsal Ssnal Bus) tj:4S(0BS^», ittc 

v^-3?3;a'gS2()Aiiiif*i«Eaffy^3ot<3Ma«. ^ 

[0 08 0] vX(<:. B2©l^te<7>fi5i^<c45i'^^i^iiE7'- 
^*ft^g2 0 A(Oii.«te:-:>t-rfiii?St-^>„ fil 1 4\t, 

[0 08 1 1 1 42 Hi. v^my^i^t'^^i!^u^> 

mm^f^-S: 1 Oii^^iD 1 :js:t#^r^- ^\4»mmv r 
.'U$:^^-6^>^-'7*-AeCA'C^^>o 14 24 
It, »lE7^-»^ia3ftS2 0A«:i;t(ftS7^-jJrft*ia 
©z^r-ZiU^SfiOAiO. mSEr-i?^a^g2 0AA^ 
^© 2:XI#fiEl?-"- ■$? Ke^iiif^^ T >r-»l-^:«^l/y'c DT-2> 
^--7:^-7.^3X^^0 1 42814. lii»teSEft 
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17 

S3 0 2 :X|ftiEr^- ^ft y ^ ^l^i^fSTh -< 

iU€:i2ttr^>fSB^>-^'J'C'^&o 142 61*. 
^A-rf*Ut?4^-&, ":rP5^^-«*>*^'J 1 42 64*. l^X 

>**l'1 4 26«. ROM-C*)-^^^). EEPROMr- 
*>->-C<>J:lN 14274*. i-1^^6<?:>1§'i 
«*:rftW*affS»t?ab^. 14 22«. Z'^K^r-^ lo 

*.«}ftffia2 0 B<^)1ft.«^c-:)(,-ri5iPt-^>o a 1 

^2 0!>|^ft4^3(u^(^^^2 ^£mi^<^ 

[00«3] 152 11*. f^ig^>*^'Ji^^^or2> 20 

t9€iE 7^- ^ ?£}«»^S 2 0 A . 1 t^!!'/ - ^? ft ^ il 
{^7 7 .'U O A: 0 . tpMr- ^ 2 0 A 

2 v^^lEr - ^{\^mmr^ 7 .'U 'SriSff I4c ^^T^-O 
^- - 7 :a - AgUT'* ^>o 15 2 5 \t. 1 :X1^SE^"- ^ 
i^m\m'7r'i -^l^ao' 2 :'XJ^iiEr ^ (1 ^iiift^ 7 ,'1/ ^ 
^IfiT-SSSfffl^ ^ y r^-So 1 5 2 6 Ji. 7 P ii^T' A 
>*^'Jr^l>. -i^P 1 5 26Ii. 2v^mE 

i^^A^ffittOTC'^o 7Di^'^A>-^'J 1 52 30 
6v*. fS&<OiBiS&^^cc-@W I D<L, ^mm I DOC 

SiLfcf^-:/>l/T 1 «:IBlS:UrC-^. ^-t'jUT 1 0>— 
m^mi (a) fC^-To ^C^*?, ^D^^-^^y^iJ 1 5 2 
64*. ROMCJi-?r6. EEPR0Mr'*)-7Ci>J: 
C^ fflO. 7ai^^A>'*iJ 1 52 6PJ(Ott»4*. 9^ 

10 0 6 4] 'Xi^, m2(0WM<f>^&iCialihm\mT'- 40 

I*. !^2(OI?Sfi<3C*^t^*tc4a4:r6lii<^^-$?«tSEi';:^'rA 

[0 06 5] :^'9^?^S I 6 0 1 3()^^:^^?p-7S i 60 

3 a -ccis^kJa* laii, b i (D^o>mf^<o^-T zrs 4 

0 1 i0^e>-^7^ :f S 4 0 3 S r'(O5af£^Ja<tl«IfI0C*4?!r'^ 

[ 0 0 6 6 ] ^-S 1 6 0 4 : gjfS^^^ 1 0 

\t. i:X1«jiaEf^-$W*IS($7T^Jl.^#tgE7^-5?l£a 
^K2 0A(CxS|lf ^. SO 



4$B32 00 2-2 44 92 4 
18 

[0087] y.f^vZfS\ 605 rteiEf^-'^afJU^ja 
2 0Ai*. l';^i^§Er^-5rf1»il«^:;7'<.(Uifr(»af^-- 

^^tft^a2 0Btc3i^^^„ 

[0 08 81 :5t^:?'7S 1 606: 1 iXltaEf^- ^Wfi? 

!ai^g20B4*. ^ai^'^A-^c^y 1 52 6i^©^-'y 
JUT1«:^#[U. ^affl^l^J^diaWi D^Cj^Jfi-rattWWl 

?RKc^io'^aHs*Ks^:i^a5-^i>. mi*, am D 

roo 1 J (o^. ^^wm ! D«c«jcfi:r-6i^i«»«l 
K c4* r 0 X 1 1 1 1 J r*o . -ecc-iiw i D<c*tf6f 

-feli^lftm^K s 4* r 0 X 2 2 2 2 J C^^o WtiiE^- ^ 
3S:}$k^2 0B4*, 4gffi^nA:ili^^-$^«i[tii^iaA: 

.'fiSB 1 0 <i;|pJl;'^.^*i^ecS£-7r l vt^rM-r- 3r«:^ 
[0089] ^ ;^ -7 5 1607 : t^lit-A- :^35>fk'^.g 

2 0 Bii, i xmi-r-^iM^m^^ 7 ^ }iti^hiii&^ 
2 0 B(ort^'c^.f5^ 5 n:rc 1 '^Tsjm^r- ^) t^\m 

^ifett^StsE^^o iH»4fi£a^l O^O^^tftSE^-^?* 
gi|^g2 0 BiCS^^ t?^<:5^?s:A^fjr;0. 2-0(0 

1 vts^iE-r- 4*— scL/. jpoc'^^ted^iisgs 

n^. ^fe, iftii5F-^^fta2 0B4*, c 

(Diiif^r-^i^i$«<«i^.»iXi^g 1 0 r't6£$nl^<:^a^$r- 
^. fesET'-^fSsa-sssoBj*, efts;«foia«u, 

iSf«i.^^gl 0iPh¥imf'-'^^^^^2 0 B(CS* 

3jc«t«j?s:/>s^->fcti^. 2'ofl:)i^:t^r^'-i?4*-Sfe 
ii-r. il«r-5?(0S^144*fiSiS'C*^i:c-„ CCC-®^, 
1#iiE^'-^!£»*gig2 0B4*, <jtS:*0 i+iMO. iii^ 

-:S?^.SL^S2 0A(Cil&(ir^. f^4$. COi@^. «(S 
-r- »i8^^ 2 0 B J*. BHft-r- » ©2 iXtita^- ^ 

[0 09 0] ::<^:?7S 160 8 : U tPl&i^fc 

^fSfS^T 'Y^I'CCHi«7'-3?*^^2vXfelEr-^ (Hi 

$S^S2 0B4*. @8(c:^-r^i|%^&{rS3t^r. Sftf^ 

[0 09 1 ] ^^'^v^'S 1 60 9 : t^lEr-^^SSm^JS 
2 OBI*, iil»::rT'<.'l<3r>'s.^?^^aw^*«>i:xttfiE'r'- 
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[0 09 2] :^9^yvS 16 10 r J^iEv^-^^^JfrMS 

2 0 Alt. 2vt:feSE^-5?(1*[5im:?7-< JU«:H'>^- 

[0 09 3] ;^^^f7^Sl 6 1 1 :|S»i#SfiEH3 0 10 

•J * - K t(D 'J - v:? ^!';^ r ^ 7 < oj eS^ailBtS 
> 2 Atsar- » ft » 7 ,'U ^ A^rr 

SE^-^Ke>'Bii«^^ 1 o<mm I D^femr^o 
7^-7'«n2=fe#Bec/, am^nAis^i Dtcmt-^ 

r 0 X I 1 1 1 J t:'*>*T . «<75@w I Doc^^rB-r-s^sj 
tt$BK s r 0 X 3 3 3 3 J X'h^. rx^. '2:fm^Vi 

3 04*, Mffi3llA:2:Xf^iiE'r'-^?:t^ta$n^c:2ri^3tf 

[ 0 0 9 4 ] :? 7 S 1 6 1 2 : ^ ^<i, ifijO^f^liE^S 
3 04*. 2:.^teii7''-^?rt*iii«7T'^.'U<z>7"--3ras/>» 30 

»H2Jt, 1«liEf^~-^?S:te^S2 0B«>^>-;fS-'^H»H 

[ 0 0 9 5 ] :7-S 1 6 1 3 : ISf^m^ 3 0 

li. J^-r^^^S 1 6 1 l Cia5c$nJ<:5r^i>:*;^ hf"- 
j<Tv^S 1 6 1 2'C^^nft:5«^-<:'^^:^ hr- 

\t. ca>a»^- ^9!^@»£^5 1 0 infcm 

B2 0 -Btf^hmmtm.^ 3 0 cc^^ $ rcc«S5;0^* - 



4Sra2 0 0 2-2 4 4 92 4 

20 

[0 09 61 ;s^7^;?vS 1 6 1 4 :®^«taE^3 0 

[00971 Uii^m l/fccfc ^ tc, 3^ 2<3[>*lfeflD»8RK: 
^:^ili(cia]±$ tr i» c ^ < , iii»^^S l 0 -c^« 

^^ctifiX'^^o ittc. m2o>^mcois^m(ci6ii^m 
1i<<: . iifl^ifia^s 1 0 icju^^if^^ =1 h ^ttwr -6 c t 
[0 09 6 1 ^fc. m2<omtko>^.mc^i^^mmf'''- 

[ 0 0 9 9 1 ^:rc, m2<Dm«io>^&ic^H^mmr'' 

^0.»mS:2 0 B^a>m^\'^xmLr-^u:j:'>Xit^ 
r^CtifiXit^^ 

[0 100] ^tc. w2(oim<o^^A<:omis^t.r-»mE 

t^r ~ Z 0 B V - V ^ ri > 3. 

- 5? <i:a>f^ - ^^m^Xlttt < , I C :^ - K . 1*-- 
m:3 > tf - 5?^t i<?>*±1±<0*t'^ - ^?«i5attKT?.^ 

[0101] XIC. gll7©7P-^ + -h «:#SSt', 

iAfSf^jg.cc-Pc^XSJi^-^^, wid. @1 Ttd^i^r^S^ 
imt. 'pai/^Aj(^V\42 6<K>'fui^'5fJ^icn'7X 
l^tf^n^o *:^c, mi 7^^^r«?i!S^JI|li, \^X»M, 
r - W fif 7 T €: A^r & C <»: tC^frS n^>o 
(0 102] ;^^77S 1701; ^^-^^^-^A-AfiB 
A 1 4 2 3 (i. iStf ^^Sg 1 0 iii^htO 1 

[0 1031 ?^^:?7S1 702 : 
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[0 104] ^f-:?7Sl 70 3 : t^Mr^-^^^imiS: 
MtSri^tr^^^rdSId, ;^^^f':^S 1 7 04u:»tfo — 

[0 1 0 5 I :^f":?vS I 70 4 r CCOig^, 
^x-A^SB 1 42 4li. 10 
C^^n^f ^-te-l>«r«fi^^>, SflSJ/Sr^l 4 2 

[0106] 7 S 1 7 0 5 : COC-lg^, ^ 

^^--aSB 1 42 4tt. 2:'X*IE?=^-^?|^gfti»7T 

[0 10 7] X9'-:!'7S 170 6 : ^-^^--^ * - 
C 142 8li. Z:'XmMr-^fii^mm'7r'^}l^^> 

[0 106] '^XIC^ mi 80C-7D-^-|.- h^!§^HSo, 

10 109] J^^-^f^S 1 SO 1 : -r^^-^A-A^ 
l&24(d:. tii£7'-^^il^52 0A3!»)^<Oi:X#!!E 30 

[0110] 7 S 1 802 : 1 5 2 

[0111] ^f^y^S 1 803 : ^tc. m^ym»^ 

€>llflt^fi£g|S I 0 OC0W I D j^B I. , ©7 t 

^5152 11*. ::^a>/^A>^«J 1 5 26rtC)'?^-'7^,'U 
T 1 f:*KO. aitfl^n^-cSW I D<<:mf **tiS«fR 40 

K cao'«*i««K & «ri^air m^ymum 1 5 2 

[0 112] :3^^v-7*S 1 804 : Sfl»/»»g» 1 5 2 
Ik*, Af^:f:fS 1 80 2 cWffl^n^tUX^ciiEf--^? 
(BP*i, @ft^«)^5 1 OCrtfiBTT'^eS^nA: 1 vXftfE 
y"-^} ;<^^f7S 1 80 3T*«$nft:rvXittE 

(fiP^. i^f^-^?*ia^s20B(Drt^'c^« 



4*1^2002-244924 
22 

s 1 8 0 6 tcitt?o 1 x^r-- ir©-a 

[ 0 I 1 3 ] 7 S 1 8 0 5 : C<DiS^. m»j/m 
mi52U». «t!S:«>D<!:mo. @«7r--3rdi;<KS: 

[0 114] ;^^^^'7S 1 806: C©^, aitf/SI 
15 2 1k*. 1 ;Xl*iiE^"- -5? f+*@»7 t ^ jKOM 

[ 0 1 1 5 ] '7-S 1 8 0 7 : slW/?S^ 1 5 2 
li*. iiiafc^y -YjUcd-v-^ $r^tc*)-S i:X1*tSE^-^?* 
^e£SnA:2:>:{^JE'r-^f*regfait. 2:X«isii7^--5? 

[0 116] iui:<D^m^mtc^*}. msLT'-umtm 
g 2 0 B 1 0 <om^ 'J V - ^<D]±m^ 

7zmiC0\± $ ^ C i rjr < . (li^^sS^S I 0 'C4.« 5 

^fEiglT^CiiO^rat^o ^A:. t^iiE7^-^?S:}l^^g2 
0 Bt*. 1 :Xj^iSr-^{1^riii{^7 r -Y.'KOimf^^"-^ 

1 or'^6Jc3nA:^<z:'*c*&*>sd^&5S 
[0 1 1 7 ] 4a, JiiSocT'&^^^S^Sli, (sit%i>'^^ 

[0118] 

[@SiO?i(^l3:^l 

[a 1 ] M 1 Cr:'|«lfK<^fJ^li5l^^|l|^^>lSS3 1 Oo> 

[@2] m\(ijWm'^i'^^%!^^^^m.'r-^mf^& 

2 OC^SfjrwfiS^lft^^^'ra ^i- i?Br'*>l>. 
[[13] ^i<c-|^»&a>^£»^^t^^[i]{^iE^3 0a:> 

[^4] ^lCO|gKltir>^S(Cia(^&iS®f'-$ttas^X 
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[010] 3ti<3?^a>»st£:feit^fegEf^'-5?9saaft 
[0121 Ml c!:^:^<D/US^c4att^BS«f'*'-^f^^.aES'' 



(13) 4aa2002-244924 

24 

[0151 m2(OMt^0m&^if^H^»Mr--^9(SSkm 

[0161 M2cr:>.:^a>^.3(Cjdt'^'&|iiiSt7^-*3rt^i^ 

[017] m2<D^o>mB^cidi^Jhimr--^^»& 

52 0 A<D^Ktffi^)e*aftpTl»7 D - ^ ^ - ^ "C^^o 
10 [0181 ^2C[:>.:^ifil(^»^.3(C^lf ^j^f^-^l^^ 
S 2 0 B (omS^m^emir^E, -7 o _ ^ ^ ^ |. 
[1?#C9IA^] 

2 0 1#IE7^-^!S:Si^g 

3 0 
2 OA 
20 B 



[011 
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18 
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